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NGL (which stands for ‘Not Gonna Lie’) is an app through which users share a link to their Instagram 
story or Twitter account, inviting their followers to give anonymous feedback. The app includes 

some prewritten questions (such as ‘if you could change anything about me, what would it 
be?’), plus the option to ask followers to simply ‘send me anonymous messages’. All 

replies go into the user’s NGL inbox, with the sender remaining anonymous – although 
subscribers to the app can receive hints about who each message was from. 
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M�t Our Expert
Dr Claire Sutherland is an online safety consultant, educator and researcher 
who has developed and implemented anti-bullying and cyber safety 
policies for schools. She has written various academic papers and carried 
out research for the Australian government comparing internet use and 
sexting behaviour of young people in the UK, USA and Australia.

We understand that a conversation with your child about the risks 
of anonymous messaging may seem difficult to initiate (especially 
if you aren’t that comfortable with using social media yourself). It is 
vital, however, that young people understand that, for some people, 
having their identity obscured online can make them feel more 
powerful and less accountable for their actions.

EXPLAIN ANONYMOUS A�S
Regardless of whether a messaging app is anonymous or 
not, it’s a good idea to regularly talk to your child about how it’s 
wise to think through what they’re sharing before they post it. Emphasise 
that nothing is truly private once it’s online. If the post is something your 
child might hesitate to say to someone face to face, then it’s probably not 
the sort of thing they should be writing online either.

THINK BEFORE SENDING

Blocking another user on NGL will prevent them sending anonymous 
messages to your child in the short term – although a determined 
abuser could get around that obstacle simply by setting up a new 
Instagram account. If your child continually receives negative messages 
that upset them, it might be worth encouraging them to consider whether 
they really need to use the app at all.

DEALING WITH NEGATIVITY
To avoid your child running up an eye-watering bill through an NGL 
subscription (or indeed any kind of costly in-app purchases), go into 
the settings on whatever devices they use to go online and either disable 
the ability to make purchases or protect that function with a password. If 
those options aren’t available, it’s prudent to ensure there aren’t any 
payment methods linked to their account.

BLOCK IN-A� PURCHASES

WHAT ARE 
THE RISKS?

ANONYMITY AND 
OVERSHARING
Anonymous messaging gives 
rise to the ‘online disinhibition 
effect’, which causes users to feel 
detached from their words and 
actions in the digital world. This can 
make young people in particular (as 
they tend to act more impulsively 
online) far more likely to disclose 
personal information on the 
internet, as well as making 
ill-advised confessions or revealing 
their fears and insecurities.

PROTECTION FOR 
BU� IES
Having their identity hidden 
makes bullies feel safe from 
repercussions, so anonymous chat 
sites are a major avenue for 
cyberbullying. NGL claims to use AI 
to filter out insulting terms, but our 
expert sent a range of such phrases 
(starting with ‘cow’ and ‘ugly’, and 
becoming progressively more 
offensive) to a ‘dummy’ account. All 
of these trial messages were 
delivered to the recipient’s inbox. 

COSTLY 
SUBSCRIPTIONS
NGL offers a subscription where – 
for a weekly fee – users can unlock 
hints about who’s been messaging 
them, including the sender’s 
approximate location and which 
device they used. Young people will 
naturally be extremely curious about 
who sent which message (especially 
if they have a lot of Instagram or 
Twitter followers) and may be unable 
to resist spending money to find out.

INFLATED 
ENGAGEMENT
In June 2022, NGL had to revise its 
terms of service: informing users if a 
message was sent by the app’s 
developers as opposed to genuine 
followers. It emerged that, 
previously, NGL’s makers had 
attempted to boost engagement 
with the app (as well as enticing 
users to pay for subscriptions) by 
sending fake anonymous messages 
from bots. This update was rolled 
out very quietly by the team.

QUESTIONABLE 
SU�ORT
NGL does have a ‘report this 
message’ button for users to flag 
upsetting content. After sending a 
message, however, an automated 
reply arrives stating “… NGL is 100% 
anonymous and we have no way of 
knowing the identity of the user and 
would not be able to find out, even if 
we tried.” This did not fill our expert 
with confidence that the app can 
address bad behaviour adequately.

A�IDENTA� Y 
GOING VIRAL
The messages on NGL itself are 
anonymous, but users can share 
these messages via their Instagram 
story or Twitter feed – enabling all 
their followers (or anyone, if their 
accounts are set to ‘public’) to see 
them. If a young person has 
disclosed something embarrassing 
or identifiable on NGL without 
realising, this information has the 
potential to be re-shared very 
quickly to a far wider audience.

At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel 
it is needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Inappropriate content

Talk about the risks
It’s important to educate your child about the risks 
associated with anonymous messaging apps and 
how other users might use it as a vehicle to send 
abusive or inappropriate messages. If your child is 
insistent on using Tellonym, explore it with them and 
discuss how it works and how they should use it. 
Always make sure they feel comfortable speaking to 
you about any concerns they have and that they can 
come to you if something upsets or worries them.

Set language filters to very high
Tellonym allows users to set different 
language filter levels to help protection 
children against receiving any spam, 
offensive messages or being sexually 
harassed. If your child is using Tellonym, it’s a 
good idea to set these to very high, at which 
point content will be filtered on ‘what may not 
be appropriate’ rather than ‘what is 
presumably not appropriate’ if just set to high. 

Use Custom Word Filter
Parents can add words to their children’s custom 
word filter to exclude specific topics completely. If 
messages include that exact word, it gets 
instantly removed without further notice. This 
way you can control which messages your child 
receives. General harsh language is already 
filtered, so Tellonyn recommends to add words 
that are connected to inappropriate messages 
that your child might receive. 

Report tells and block users
If your child receives any inappropriate 
messages, they can be reported directly to 
Tellonym on the app. Similarly, Tellonym has 
blocking mechanisms to exclude people you 
don’t want your child to interact with. This 
removes their ability to see your child’s posts and 
interact with them. Furthermore, you can block 
senders of individuals tells which will remove their 
ability to comment on anything further.

Stick to the age rating
Tellonym requires users to be 17 
years of age or older. This reflects the 
nature of content that is available on 
the app and what younger children 
might be exposed to. Children who 
are under the age limit require an 
adult to email Tellonym directly 
confirming they have been provided 
with permission to use the app. 

Keep personal profile private
When signing up with Tellonym, the profile page allows 
users to display a picture and enter their name, gender, 
phone number and email address. It also asks users to 
create a username. Given that all profiles on Tellonym 
are public, it’s important to talk to your child about 
protecting their personal information and restricting 
the details they provide. The use of avatars and using 
randomly generated usernames are a good way to 
keep identities hidden.

XBOX ONE
Online bullying concerns

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they 
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

M�t our expert
Jonathan Taylor is an online safety, social media 
and online grooming expert who previously worked 
as a Covert Internet Investigator with the 
Metropolitan Police for over 10 years. He has worked 
extensively with both UK and international schools 
in delivering training and guidance around the 
latest online dangers, apps and platforms.
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TELLONYM

Risk of online grooming Can impact mental health

Anonymous messaging platforms 
such as Tellonym can also open users 
up to receiving age-inappropriate or 
sexually motivated content. Whist the 
app does offer moderation tools and 
the ability to filter explicit language, it 
can be linked to social media 
accounts such as Twitter, Instagram, 
and Snapchat, which means 
inappropriate messages can also be 
accompanied by inappropriate 
visual content.

Like many other anonymous 
messaging platforms that exist, 
Tellonym can encourage online 
bullying behaviour. The security of 
remaining anonymous means that 
some users may use the platform to 
send hurtful messages or insults to 
others, knowing that they are unlikely 
to be caught or face any serious 
consequences. In 2018, the app 
received national attention for its 
potential to facilitate cyberbullying.

Users can create a Tellonym 
account using their email 
address or mobile number. All 
profiles created on Tellonym are 
automatically made public on 
the account and cannot be 
privatised. This means that 
children can easily be found by 
other users and can receive 
anonymous messages directly 
from others, leaving them 
susceptible to being exploited by 
online groomers.

Anonymous apps have in the past 
been linked to causing teenage 
depression and suicide, as children 
ask more personal questions and 
find it hard to manage negative 
responses. Both Ask.fm and 
Sarahah received widespread 
publicity in the past for their role in 
facilitating harmful behaviour, with 
the latter eventually banned from 
the Apple and Google store after a 
successful petition to have it 
removed.

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 14.10.2020

www.nationalonlinesafety.com    Twitter - @natonlinesafety    Facebook - /NationalOnlineSafety    Instagram - @nationalonlinesafety

Tellonym is a messaging network that allows children to send messages to each other anonymously. Users are encouraged to share 
their Tellonym link with others through social platforms like Snapchat, Twitter, and Instagram, and wait for friends to reply to questions 
anonymously. The app is free to download from both the Google Play and Apple Store and is very similar to the Sarahah app that was 

removed in 2018 due to repeated incidents of online bullying and inappropriate use. 

Safety Tips

17+

Is your account private? 

Hey, how old are you?

Yeah, of course.

Why do you wanna know?

You’re worthless. Absolute trash.

I don’t even know you!

Aww, *hugs*

I’m feeling really

low today and

dont know why...

Pretty much!

Hey. Wanna Chat??? x

So this is theTellonym
app then?



At National Online Safety, we believe In empowering parents, carers and trusted adults with the Information to hold an Informed conversation about online safety with their children, should they 
feel it is needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults. 
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Users of this guide do so at their own discretion. No liability is entered into. current as of the date of release: 23.11.2022 



Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 07.10.2021
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel 
it is needed. This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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